Logging in OpenEMS

Let‘s take a look at the current logging mechanism and find ways to
improve it



Current component logging

this.loginfo("Hello");

—> No easy way to pass logger to other objects. Passing of the full component is bad for unit tests and re-use.

if (this.config.logging == Logging.VERBOSITY) {
this.loglnfo("Something happend.");
}

=> Normally this should be checked by Logging Level and not with explicit IF-Checks.

this.logWarn("Something failed: " + exception.getMessage());

= Exception information is gone. The following is printed: Something failed: NullPointerException



Storing logs on edge systems

* Currently we can only access the last ~3 minutes of logs on edge
systems

* We are not compliant with latest IOT laws (EN 18031)

* Device shall record logs of security events for monitoring and audit
purposes

* In case of inverter shutdown we are losing all logs before the
shutdown (because raspberry pi is shutting down)



Exception logs

We should group exceptions together, store them persistently and
display them somewhere. Maybe like home assistant is doing it?
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ok

Map No IPv4 address found on ent !

10:17:59 AM — (WARNING) /U evTo ome ge ap py - message first occurred at 10:17:59 AM anc
Logbook

History
LOAD FULL HOME ASSISTANT LOG

HACS

Media Browser

Developer Tools




Log messages

* Should we add much more informational logs when something
happens?
* Like ,,Car connected®, ,,Received 14a relay limitation of 60%“

* Make sure to include important information in logs
* For example, when a http request fails, log the response body



Let‘s discuss

How are we passing the logger scope (e.g. component id) to other objects?

* Do we keep the logging format or are we improving it?
¢ %d{ISO8601} [%-8.8t] %-5p [%-30.30c] %em%n

 2026-08-19T15:15:28,278[_cycle ] INFO [ebuglog.ControllerDebuglLogimpl]
[ctriDebuglLog0] _sum

* Do we want to have some exception view like in home assistant?

* When we do, how do we distinguish between real code-failure exceptions and normal
exceptions (like wrong user input)?

* How can we store the logs without destroying the flash?

* What ty)pes of log messages do we want to store and what types do we want to show just
in time”

When are we rotating the stored logs?
How are we grouping exceptions?
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